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Introduction

Ø Objectives:  
§ Suitable Framework for Modeling Swarm-on-Swarm Engagements
- Performance metrics
- Analysis and synthesis
- Robustness

§ For a given level of mission success determine 
- minimum number of defenders
- optimal defender trajectories



Outline

Ø Framework: Modeling Swarm on Swarm 
Engagement as an Optimal Control Problem

Ø Addressing uncertainty
§ uncertain parameter optimal control
§ estimation

Ø Trade-offs: black-box robustness

Ø Conclusions
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D. Hambling, “The U.S. Navy Plans To Foil Massive ‘Super Swarm’ Drone Attacks By Using The 
Swarm’s Intelligence Against Itself,” Forbes August 2020



Problem Formulation 

Ø We seek to maximize probability of HVU survival 

Optimal HVU 
Defense Problem

Performance Criterion:
Mutual Attrition Rate 

Functions

Defender 
Dynamics 

Swarm Dynamics



• instantaneous rate of detection
–

• in time interval                    the 

probability of detection is given by

Ø Historical Models: 
Sonar/Radar

Poisson Scan Model

d(s(t), x(t), t)�t
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Performance Criterion:
Mutual Attrition Modeling

Koopman ‘46, Stone ’77-’80, Washburn 2002

Let  
• PND (t) – probability of target non-

detection at time t, 
• x(t) – position of the target at t
• s(t) – position of the searcher at t
• J – probability of target non-

detection over a finite time interval 
[0,tf ] 

Then
PND(t+�t) = PND(t)(1� d(s(t), x(t), t)�t)

)

lim
�t!0

PND(t+�t)� PND(t)

�t
= �d(s(t), x(t), t)�t)

)
ṖND(t) = �d(s(t), x(t), t)

)

PND(t) = exp�
R t
0 d(s(⌧),x(⌧),⌧)d⌧

)
J = PND(tf )

<latexit sha1_base64="JkJDhKOm+aZB5sj7K7hYd3t/8gc="></latexit>



• Distance
• Field-of-View 
• Fire Rate

Ø Attrition rates defined by:

Decreasing firing 
effectiveness over 

distance

Maximal firing 
effectiveness at a 

distance
Limited by FOV 

constraints

HVUAttacker Defender

dHV U

i
(sHV U (t), xi(t), t)

<latexit sha1_base64="Bb/LRS3mE8MGICFv4kToVkoXPag=">AAACCXicbZDLSgMxFIYz9VbrbdSlm2ARWpAyUwVdFt10WcFpC20dMpm0Dc1cSM6IZejWja/ixoUibn0Dd76N6bQLbT0Q8vH/55Cc34sFV2BZ30ZuZXVtfSO/Wdja3tndM/cPmipKJGUOjUQk2x5RTPCQOcBBsHYsGQk8wVre6Hrqt+6ZVDwKb2Ecs15ABiHvc0pAS66J/bu03nQmbsonJeVmXILy6YPLpxeUXbNoVays8DLYcyiieTVc86vrRzQJWAhUEKU6thVDLyUSOBVsUugmisWEjsiAdTSGJGCql2abTPCJVnzcj6Q+IeBM/T2RkkCpceDpzoDAUC16U/E/r5NA/7KX8jBOgIV09lA/ERgiPI0F+1wyCmKsgVDJ9V8xHRJJKOjwCjoEe3HlZWhWK/ZZpXpzXqxdzePIoyN0jErIRheohuqogRxE0SN6Rq/ozXgyXox342PWmjPmM4foTxmfP6WGmQA=</latexit>

sk
<latexit sha1_base64="Ylncf/460brXQK0QcQ1p7Mzt8n8=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0oPvjfrniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmvPYzLpPUoGSLRWEqiInJ7G8y4AqZERNLKFPc3krYiCrKjE2nZEPwll9eJa1a1buo1u4vK/WbPI4inMApnIMHV1CHO2hAExgM4Rle4c0Rzovz7nwsWgtOPnMMf+B8/gBdSI3Z</latexit>

xi
<latexit sha1_base64="HYbfjgGaRCmI8j+M0Errr+OmJEA=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KkkV9Fj04rGi/YA2lM120i7dbMLuRiyhP8GLB0W8+ou8+W/ctjlo64OBx3szzMwLEsG1cd1vZ2V1bX1js7BV3N7Z3dsvHRw2dZwqhg0Wi1i1A6pRcIkNw43AdqKQRoHAVjC6mfqtR1Sax/LBjBP0IzqQPOSMGivdP/V4r1R2K+4MZJl4OSlDjnqv9NXtxyyNUBomqNYdz02Mn1FlOBM4KXZTjQllIzrAjqWSRqj9bHbqhJxapU/CWNmShszU3xMZjbQeR4HtjKgZ6kVvKv7ndVITXvkZl0lqULL5ojAVxMRk+jfpc4XMiLEllClubyVsSBVlxqZTtCF4iy8vk2a14p1XqncX5dp1HkcBjuEEzsCDS6jBLdShAQwG8Ayv8OYI58V5dz7mrStOPnMEf+B8/gBh3o3c</latexit>

sHV U
<latexit sha1_base64="ggyxAt1Z9TiuOM2p885g4FgDvAc=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mqoMeilx4rmLbQhrLZbtulm03YnQgl9Ed48aCIV3+PN/+N2zYHbX0w8Hhvhpl5YSKFQdf9dgobm1vbO8Xd0t7+weFR+fikZeJUM+6zWMa6E1LDpVDcR4GSdxLNaRRK3g4n93O//cS1EbF6xGnCg4iOlBgKRtFKbdPPGi1/1i9X3Kq7AFknXk4qkKPZL3/1BjFLI66QSWpM13MTDDKqUTDJZ6VeanhC2YSOeNdSRSNugmxx7oxcWGVAhrG2pZAs1N8TGY2MmUah7Ywojs2qNxf/87opDm+DTKgkRa7YctEwlQRjMv+dDITmDOXUEsq0sLcSNqaaMrQJlWwI3urL66RVq3pX1drDdaV+l8dRhDM4h0vw4Abq0IAm+MBgAs/wCm9O4rw4787HsrXg5DOn8AfO5w8+Lo+B</latexit>

ddefik (sk(t), xi(t), t)
<latexit sha1_base64="tVPfTmtnEUvhKiv9fuSTIyR7x0U=">AAACCXicbVC7TsMwFHV4lvIKr4nFAoGKhKqkDDBWsDAWiTZIJUSO4xSrzkP2DaKKsrIw8xcsDCDEyh+w8Tc4bQdeR7Lv0Tn3yr7HTwVXYFmfxsTk1PTMbGWuOr+wuLRsrqx2VJJJyto0EYm88IligsesDRwEu0glI5EvmOP3T0rfuWFS8SQ+h0HK3Ij0Yh5ySkBLnomDqzxgYeHlvF/UlJfrG/b2bz1eFtireua2VbeGwH+JPSbbzd11p3hwNlqe+XEZJDSLWAxUEKW6tpWCmxMJnApWVC8zxVJC+6THuprGJGLKzYebFHhHKwEOE6lPDHiofp/ISaTUIPJ1Z0TgWv32SvE/r5tBeOTmPE4zYDEdPRRmAkOCy1hwwCWjIAaaECq5/ium10QSCjq8MgT798p/SadRtw/qjTOdxjEaoYI20RaqIRsdoiY6RS3URhTdoUf0jF6Me+PJeDXeRq0TxnhmDf2A8f4FBsKbdA==</latexit>

dattik (sk(t), xi(t), t)
<latexit sha1_base64="iR655aPzoMnvB9ZfXbZHqOiuODM=">AAACCXicbVC7TgJBFJ3FF+ILtbSZQEwgGrKLhZZEG0tM5JEAbmaHWZgw+8jMXSPZbGtj62fYWGiMrX9gx984CxQKnmTmnpxzb2bucULBFZjmxMisrK6tb2Q3c1vbO7t7+f2DpgoiSVmDBiKQbYcoJrjPGsBBsHYoGfEcwVrO6Cr1W/dMKh74tzAOWc8jA5+7nBLQkp3H/buYACR2zEdJSdmxvqF8+mDztEA5Z+eLZsWcAi8Ta06KtUL35HlSG9ft/He3H9DIYz5QQZTqWGYIvZhI4FSwJNeNFAsJHZEB62jqE4+pXjzdJMHHWuljN5D6+ICn6u+JmHhKjT1Hd3oEhmrRS8X/vE4E7kUv5n4YAfPp7CE3EhgCnMaC+1wyCmKsCaGS679iOiSSUNDhpSFYiysvk2a1Yp1Vqjc6jUs0QxYdoQIqIQudoxq6RnXUQBQ9ohf0ht6NJ+PV+DA+Z60ZYz5ziP7A+PoBMfycTg==</latexit>

Performance Criterion:
Mutual Attrition Modeling



HVUAttacker Defender

dHV U

i
(sHV U (t), xi(t), t)
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Performance Criterion:
Mutual Attrition Modeling

𝑄" 𝑡 =	Probability attacker 𝑖 is alive at time 𝑡

𝑃() 𝑡 =	Probability defender 𝑘 is alive at time 𝑡

𝑃 𝑡 =	Probability HVU is alive at time 𝑡

Attacker 𝑖 must survive attacks 
from all defenders during Δ𝑡

Probabilistic performance metrics:

Same for defenders and HVU

Minimize final cost: HVU non-survival at end of simulation

Generalization of Lanchester model, Walton et al 2018

J = 1� P (tf )
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Swarm Dynamics

Passive: kamikaze

• Swarm trajectories are given

• Attackers ignore the defenders



Problem Formulation: 
Kamikazi case 

N attackers,  M defenders

subject to

plus constraints on control and collision avoidance 

i = 1, .....N
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k = 1, .....M
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Attacker trajectories

Defender dynamics 

Attacker probability of survival 

Defender probability of survival 

HVU probability of survival 

8
>>>>>>>>>>>>>>>>>>><

>>>>>>>>>>>>>>>>>>>:

ṡk = vsk

v̇sk = uk

Q̇i = �Qi(t)
MP
k
(1�

⇥
dattik P d

k (t)
⇤
)

Ṗ d
k = �P d

k (t)
NP
i
(1�

⇥
ddefki Qi(t)

⇤
)

Ṗ = �P (t)
NP
k
(1�

⇥
dhvuk Qk(t)

⇤
).
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min
uk

{J = 1� P (tf )}
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P. Ogren, E. Fiorelli, and N. E. Leonard, “Cooperative Control of Mobile Sensor Networks: Adaptive Gradient Climbing in a Distributed Environment,” IEEE Trans. Autom. Control, 2004

Swarm Dynamics

Active: Decentralized/Potential Based

Intruder evasion 

ẍi =
NX

j 6=i

fI(xij)

kxijk
xij +

MX

k=1

fd(sik)

ksikk
sik +K

hi

khik
� bẋi,
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Virtual leader points
at HVU



Problem Formulation 
Revisited 

N attackers,  M defenders

subject to

plus constraints on control and collision avoidance 

i = 1, .....N
<latexit sha1_base64="C0QXOyidLTHd+n9lM8u61tAVUJQ=">AAAB83icbVBNS8NAEJ3Ur1q/oh69LBbBg4SkCnoRil48SQX7AW0om+2mXbrZhN2NUEL/hhcPinj1z3jz37hpc9DWBwOP92aYmRcknCntut9WaWV1bX2jvFnZ2t7Z3bP3D1oqTiWhTRLzWHYCrChngjY105x2EklxFHDaDsa3ud9+olKxWDzqSUL9CA8FCxnB2kg9hq6Rd+bkuO/bVddxZ0DLxCtIFQo0+vZXbxCTNKJCE46V6npuov0MS80Ip9NKL1U0wWSMh7RrqMARVX42u3mKTowyQGEsTQmNZurviQxHSk2iwHRGWI/UopeL/3ndVIdXfsZEkmoqyHxRmHKkY5QHgAZMUqL5xBBMJDO3IjLCEhNtYqqYELzFl5dJq+Z4507t4aJavyniKMMRHMMpeHAJdbiDBjSBQALP8ApvVmq9WO/Wx7y1ZBUzh/AH1ucPkoGPbQ==</latexit>

k = 1, .....M
<latexit sha1_base64="+WrSdB+Iw9NPA24uytBVA4NzaBM=">AAAB83icbVBNS8NAEJ3Ur1q/oh69LBbBg4SkCnoRil68CBXsB7ShbLabdulmE3Y3Qgn9G148KOLVP+PNf+OmzUFbHww83pthZl6QcKa0635bpZXVtfWN8mZla3tnd8/eP2ipOJWENknMY9kJsKKcCdrUTHPaSSTFUcBpOxjf5n77iUrFYvGoJwn1IzwULGQEayP1xugaeWdOjvu+XXUddwa0TLyCVKFAo29/9QYxSSMqNOFYqa7nJtrPsNSMcDqt9FJFE0zGeEi7hgocUeVns5un6MQoAxTG0pTQaKb+nshwpNQkCkxnhPVILXq5+J/XTXV45WdMJKmmgswXhSlHOkZ5AGjAJCWaTwzBRDJzKyIjLDHRJqaKCcFbfHmZtGqOd+7UHi6q9ZsijjIcwTGcggeXUIc7aEATCCTwDK/wZqXWi/VufcxbS1Yxcwh/YH3+AJQbj24=</latexit>

Attacker dynamics 

Defender dynamics 

Attacker probability of survival 

Defender probability of survival 

HVU probability of survival 

8
>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>><

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>:

ẋi = vxi

v̇xi =
NP
j 6=i

fI(xij)
kxijk xij +

MP
k=1

fd(sik)
ksikk sik

+K hi
khik � bẋi

ṡk = vsk

v̇sk = uk

Q̇i = �Qi(t)
MP
k
(1�

⇥
dattik P d

k (t)
⇤
)

Ṗ d
k = �P d

k (t)
NP
i
(1�

⇥
ddefki Qi(t)

⇤
)

Ṗ = �P (t)
NP
k
(1�

⇥
dhvuk Qk(t)

⇤
).
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min
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{J = 1� P (tf )}
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where
• are the Bernstein polynomial basis

• are the Bernstein coefficients

A degree n Bernstein polynomial is given by

Pierre Bézier (1910-1999)
Paul de Casteljau (1930)Sergei Bernstein (1880-1968)

R. Farouki, “The Bernstein Polynomial Basis: A Centennial Retrospective,” Computer Aided Geometric Design, 2012

Bernstein Polynomials



Theoretical Issues

Ø All	the	way	down	to	KKT	multipliers…
du
al
iza

tio
n

du
al
iza

tio
n

approximation

consistency

approximation

consistency
covector
mapping

BN
<latexit sha1_base64="Wgn8lXEOfeQpvviMdCTvRCAH4Vs="></latexit>B

<latexit sha1_base64="kDH81tNtMTLxVJ0z57qz8cXHcBQ="></latexit>

B�
<latexit sha1_base64="00Fwt4f/Dz7B317BPYNnT/U5Edk="></latexit> B�N

<latexit sha1_base64="cQxmb6+WbBrqnGea1FtGgNyjfQU="></latexit>

BN�
<latexit sha1_base64="R3rS64Pz6V5Lj3+XS4vye+KJ1Zw="></latexit>

Ross et al 2008 – 2011, Cichella et al 2020, 2021 

Pontryagin’s
Maximum 
Principle



Benefits of optimization 

Results: Kamikazi Swarm



Benefits of optimization 

Unoptimized defender trajectories Optimized defender trajectories

Does optimization help?
100 attackers versus 25 defenders with 

double weapons range and fire rate​

Results: Leonard Swarm



Parameter	Uncertainty

Backup Slides



What about uncertainty?

17

ẍi =
NX

j 6=i

fI(xij)

kxijk
xij +

MX

k=1

fd(sik)

ksikk
sik +K

hi

khik
� bẋi,

<latexit sha1_base64="tSAodkUEr2/f6dLdUZBkDS2m7uw="></latexit>

Recall the Leonard swarm dynamics 

Suppose d0 is uncertain in the range [0.5, 1.5] 

Problem Formulation must 
explicitly account for 
uncertainty in d0

J =
R
!2⌦(1� P (tf ,!))�(!)d!

! = d0
⌦ = [0.5, 1.5]
�(!) = 1

<latexit sha1_base64="yQzf+MJeAf4cGzj8GQK2fyfkQo0="></latexit>



1. Characterize	parameter	
space

1. Track	state	dynamics	
over	all	possible	values

1. Optimize	cost	over	
entire	performance	
profile

Integrate over multi-dimensional parameter space;
calculate metrics such as expectation or variance

ØApproach:	optimize	over	all	parameter	values



Problem Formulation

Ø Uncertain Parameter Optimal Control Framework:

§ New	Maximum	Principleof Optimal	Control,	Gabasov and	Kirilova,	1974	
§ Ensemble	Control,	Brockett	1997,	….
§ Application	of	polynomial	chaos	in	stability	and	control,	Hover	and	Triantafyllou,	

2006,	……
§ Unscented	Control,	Ross,	Karpenko	and	Proulx 2016,…
§ Maximum	Principle	for	Deep	Learning,	Li,	Chen,	Tai,	E,	2018,	….

• Efficient	numerical	
algorithms	needed.



Ø Step	1:	discretize	parameter	space



Ø Step	2:	solve	approximate	problem
§ Problem											is	a	standard	Mayer	Bolza optimal	control	

problem



Ø Discretizing BM

yields very 
sparse NLP



Theoretical Issues

Ø What	do	we	need	to	prove?

§ Feasibility
§ Solutions	created	by	approximate	problem	are	actually	feasible	for	original

§ Consistency
§ If	optimal	solutions	to	the	approximate	problem	converge,	they	converge	to	

optimal	of	original

approximation

?



Feasibility	&	Consistency

Theoretical Issues

Ø Convergent	subsequences	
of	optimal	controls



Ø A	more	general	problem	solving	structure

Theoretical Issues

approximation

consistency

du
al
iza

tio
n

Theoretical	conditions	for	
verification	and	analysis

Numerical	solutions



Necessary	conditions	for	
optimality	(à la	Pontryagin)

Theoretical Issues

Gabasov, R. and Kirillova, 
F.M. (1974). Principi Maksi-
muma v Teorii Optimal’novo 
Upravleniya. lzd. Nauka i 

Tekhnika, Minsk.

approximation

consistency

du
al
iza

tio
n

Ø A	more	general	problem	solving	structure



Ø Are	the	dual	problems	consistent?

Theoretical Issues

approximation

consistency

du
al
iza

tio
n

du
al
iza

tio
n

?

?



Theoretical Issues
Gabasov, R. and Kirillova, 
F.M. (1974). Principi Maksi-
muma v Teorii Optimal’novo 
Upravleniya. lzd. Nauka i 

Tekhnika, Minsk.

Ø Hamiltonian	Minimization	Principle	through	consistency



Theoretical Issues
du

al
iza

tio
n

du
al
iza

tio
n

du
al
iza

tio
n

approximation

consistency

approximation

consistency

approximation

consistency

approximation

consistency
covectormapping covectormapping

Ø All	the	way	down	to	KKT	multipliers…

Phelps et al 2014, Walton et al 2019, 2021, Ross et al 2016, 



Example: Swarm 
Engagement

30



31

Example: Swarm 
Engagement

Robustness



Estimation	of	Swarm	Parameters



Challenges

33

Nonlinear Observability Trajectories and
Observation windows 

matter   

Ø Challenges
§ Non-cooperative swarm 
- unknown control inputs

§ Optimal sensor/observer placement
§ Big Data - partial observability  
§ Small observation window

Sensor locations matter

Krener 1977, Kang 2012, Pascoal 2014 



Observability of Linear 
Systems

Ø Let 

Ø Then the system is observable iff the observability Gramian

ØConsider 

ØSolution

ØUnobservability index small – good, large - bad 

34

  

!x = Ax
y = Cx

  
G = eATτCTC

0

T

∫ eAτ dτ > 0,∀T > 0

  
ε = min

δ x(0),t∈[0,T ]
y(t, x̂(t))− y(t,x(t))

   

subject to
!̂x = Ax̂,    x̂(0) = x(0)+δ x(0),   δ x(0)∈Rn

δ x(0) = ρ

  

ε = λmin G( )( )ρ   or  
ρ
ε
= 1

λmin G( )

Kang et al 2009, 2017

r e

estimation ambiguity



Partial Observability of 
Linear Systems

Ø Let 

ØConsider 

ØDefine 

ØThen 

35

   

!x = Ax
y = Cx

z = Px, e.g. z = [x1,.......,xnz
]T , nz ≤ nx

 
λ* = ρ2

ε 2

Optimal Lagrange Multiplier = Square of Unobservability index of z

⇢2 = max
x2Rn

{kPxk2}

subject to

xTGx  ✏2
<latexit sha1_base64="WhqSTHzVVG1IlDCXZMYmJJsP0uo="></latexit>

L = xTGx� �(xTGx� ✏2)
<latexit sha1_base64="2TOCBNoUWq4JbrXkY8Pg6Dfh/To="></latexit>



Ø Consider
- system dynamics
- measured output
- desired estimates

ØDefinition: Unobservability Index
Given a trajectory                               and  
The unobservability index of                is the ratio        , where

subject to

36

  y = h(t,x(t),u(t),µ)
   !x = f (t,x(t),u(t),µ)

0 1( ),  [), ]( ,t tx t tµ Î 0.r >
( )(0),x µ r e

   

h(t, x̂(t),û(t), µ̂)− h(t,x(t),u(t),µ) ≤ ε ,
!̂x = f (t, x̂(t),û(t), µ̂)

Partial Observability of 
Non-Linear Systems

  z = Px(t)

  
ρ = max

( x̂(0),µ̂ )
ẑ − z



Ø Let the inner product of 

Let                         be a basis of    and                     . Define

Then for small perturbations    , unobservability index

37

Empirical Observability Gramian

  y, y = yT y

   
w1,w2 ,!,wnx

{ } W

  
Δ i =

1
2ρ

y(t,v0 + ρwi )− y(t,v0 − ρwi )( )dt
t0

t1∫

  
GY = Δ i ,Δ j( )

i, j=1

nz

  
ρ ε ≈ 1

λmin (GY )

y

Moore 1981, Marsden 2002, Singh 2005,2006, Krener 2009, Kang 2009-2014, Serpas 2012, Morgensen 2015   

ρ

  
v0 = x0 ,µ0( )

Partial Observability of 
Non-Linear Systems



Ø Consider
- system dynamics
- measured output                 (1)
- partial state

ØLet    be the empirical observability Gramian of (1)
ØConsider

ØThe bounds on xi represent user knowledge

ØThen  
38

  y = h(t,x(t),u(t),µ)
   !x = f (t,x(t),u(t),µ)

Partial Observability of 
Non-Linear Systems

 z = Px

GY

 
λ* = ρ2

ε 2

⇢2 = max
x2Rn

{kPxk2}

subject to

xTGY x  ✏2

ximin  xi  ximax
<latexit sha1_base64="HX4VacSvzMzdhJjx4zt6NtNDrhM="></latexit>



Ø Swarm model 
§ Distributed autonomous control framework 
§ Using virtual leaders and artificial potential 

functions

Ø Example scenario
§ One virtual leader and 5 followers 
§ Point mass in  plane with fully actuated 

dynamics

39

Example: Attacking
Swarm

   !!xi = ui ,     i = 1"5 1

3
1

2

13x

12x 23x

31h
11h

21h

Leonard et al 2001, 2004



Ø Control law

Ø Unknown parameters               in interaction force magnitude    , the 
gain K and initial position and velocity of the virtual leader 

where

40

Example: Attacking
Swarm

   

ui = −
fI (xij )

xij

xij −
j≠i

5

∑ fh(hik )
hik

hik − K !xi
k=1

1

∑

1

1
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ij

I ijx
I

ij
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d

dx
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ØScenario 1: Swarm in steady state

ØUnobservability index                      Unobservable!!
Ø However, partial unobservability index is small for 

Example: Attacking
Swarm

ρ ε = ∞



ØScenario 1: Swarm in steady state

Ø UKF correctly estimates partially observable states

42

Example: Attacking 
Swarm

estimation errors of the virtual leader true parameters UKF estimations
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Scenario 2: disrupt using an intruder, 100 sec observation window

Example: Attacking 
Swarm

With an intruder
Unobservability index 1.424

Observable!!
r e

Partial Observability
Analysis
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Ø UKF results: 

44

Estimation of Parameters

Example: Attacking
Swarm

estimation errors of the virtual leader true parameters UKF estimations
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Ø UKF results: estimate only     assuming all others are known

45

Estimation of Parameters

Example: Attacking
Swarm

d1

− true value
− UKF estimation
− relative distances among agents

defines discontinuity in agent dynamics
and is observable on a set of measure zero
d1
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Ø UKF results (from the time intruder enters the swarm):

46

Estimation of Parameters

Example: Attacking
Swarm

observation window: [t, t+100] 

observation window matters!
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ØOptimization using partial observability analysis
§ Step 1: estimate i.c. of the virtual leader and d0

47

Estimation of Parameters

Example: Attacking
Swarm

8
>>>>>>>>>>><

>>>>>>>>>>>:

Find x̂l(0) 2 R2, ˆ̇xl(0) 2 R2, and p̂ = [↵̂, d̂0, d̂1, K̂] 2 R4 to

minimize J(x̂l(0), ˆ̇xl(0), p̂) = log

✓
1 +

Z 100

0

kŷ(t)� y(t)k2Wy
dt

◆

subject to ˙̂x = f(x̂, p̂, t)

x̂(0) = [x̂T
l (0), ˆ̇x

T
l (0), x

T
1 (0), ẋ

T
1 (0), · · · , xT

5 (0), ẋ
T
5 (0)]

T

ŷ(t) = [x̂T
1 (t), ˆ̇x

T
1 (t), · · · , x̂T

5 (t), ˆ̇x
T
5 (t)]

T

(18)

where dynamics f is defined in (12)-(15), y(t) is the measured followers’ states defined in

(16), and the weight matrix Wy is given in (17).

As shown in Section A-II, although the full system is not observable from the unperturbed

steady state trajectory, the leader initial state and parameter d0 are partially observable. Thus,

Problem (18) is well defined. Moreover, from the optimal solution, we obtain estimations,

(x̂l(0), ˆ̇xl(0), d̂0) of the true values of the leader initial state and parameter d0. These esti-

mations are used in the next step. The other part of the optimal solution, i.e., (↵̂, d̂1, K̂), is

discarded.

Step 2. Based on the intruder perturbed swarm trajectory, the following dynamical optimization

is formulate for estimating parameters ↵, d0 and K.

8
>>>>>>>>>>><

>>>>>>>>>>>:

Find ↵̂, d̂1, and K̂ to

minimize J(↵̂, d̂1, K̂) = log

✓
1 +

Z 100

0

kŷ(t)� y(t)k2Wy
dt

◆

subject to ˙̂x = f(x̂, p̂, t),

x̂(0) = [x̂T
l (0), ˆ̇x

T
l (0), x

T
1 (0), ẋ

T
1 (0), · · · , xT

5 (0), ẋ
T
5 (0)]

T ,

ŷ(t) = [x̂T
1 (t), ˆ̇x

T
1 (t), · · · , x̂T

5 (t), ˆ̇x
T
5 (t)]

T ,

(19)

where dynamics f is defined in (12)-(15), p̂ = [↵̂, d̂0, d̂1, K̂], y(t) is the measured followers’

states defined in (16), and the weight matrix Wy is given in (17). Note that in this optimiza-

tion problem, the decision variables are ↵̂, d̂1, and K̂. The leader initial state and parameter

d0 are fixed at their estimated values, i.e., (x̂T
l (0), ˆ̇x

T
l (0), d̂0), from Step 1.

22 of 25
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• The reported estimation error is averaged 
over 10 runs from random initial guesses 
+/- 50% of true value.

• Optimizer: SNOPT

• Average runtime is 247 s (MacBook Pro 
2.3GHz i7 with 8 GB memory)

Remark 2 Both dynamical optimization problems (??) and (??) process entire measured trajec-

tory at once; thus circumvents some challenges associate with UKF type of sequential estimation

tools.

The optimization problems (??) and (??) are solved numerically using nonlinear programming

solver SNOPT. The optimal solution of Problem (??) in Step 1 is reported in Table ??. It is

estimation variable (z) estimation error
xl(0) = (0, 0) 2.395⇥ 10�4

ẋl(0) = (10, 0) 2.991⇥ 10�6

↵ = 150 21.76
d0 = 100 2.967⇥ 10�5

d1 = 200 19.104
K = 1 7.190

Table 5. Estimated leader initial state and parameters. The estimated parameters and corresponding errors

are averaged over 10 runs from random initial guesses.

estimation variable (z) estimated value estimation error relative error
xl(0) = (0, 0) (0.3976, 2.3434)⇥ 10�4 1.8561⇥ 10�4 N/A
ẋl(0) = (10, 0) (10, 0) 2.4115⇥ 10�6 2.4115⇥ 10�7

↵ = 150 182.37 32.37 0.2158
d0 = 100 100 2.1709⇥ 10�7 2.1709⇥ 10�9

d1 = 200 280.71⇥ 102 80.71 0.4036
K = 1 6.9252 5.9252 5.9252

Table 6. Estimated leader initial state and parameters. The estimated parameters and corresponding errors

are averaged over 10 runs from random initial guesses.

clear that although the system is not fully observable, leader initial states and parameter d0 can

indeed be estimated with high accuracy as predicted in partial observability analysis. Furthermore,

the optimal cost is 2.958⇥ 10�9 indicating that different cooperation parameters ↵, d1 and K can

generate identical follower trajectories; thus ↵, d1 and K cannot be observable from the considered

steady state.

Numerical estimations, (x̂l(0), ˆ̇xl(0), d̂0), reported in Table ?? are used to construct optimiza-

tion problem (??), which is again solved numerically using SNOPT. From the optimal solution

reported in Table ??, it is clear that all three parameters, ↵, d1 and K, have been identified. It

23 of ??

American Institute of Aeronautics and Astronautics
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Estimation of Parameters

Example: Attacking
Swarm

ØOptimization using partial observability analysis
§ Step 2: use estimates in Step 1 to obtain the rest

8
>>>>>>>>>>><

>>>>>>>>>>>:

Find x̂l(0) 2 R2, ˆ̇xl(0) 2 R2, and p̂ = [↵̂, d̂0, d̂1, K̂] 2 R4 to

minimize J(x̂l(0), ˆ̇xl(0), p̂) = log

✓
1 +

Z 100

0

kŷ(t)� y(t)k2Wy
dt

◆

subject to ˙̂x = f(x̂, p̂, t),

x̂(0) = [x̂T
l (0), ˆ̇x

T
l (0), x

T
1 (0), ẋ

T
1 (0), · · · , xT

5 (0), ẋ
T
5 (0)]

T ,

ŷ(t) = [x̂T
1 (t), ˆ̇x

T
1 (t), · · · , x̂T

5 (t), ˆ̇x
T
5 (t)]

T ,

(18)

where dynamics f is defined in (12)-(15), y(t) is the measured followers’ states defined in

(16), and the weight matrix Wy is given in (17).

As shown in Section A-II, although the full system is not observable from the unperturbed

steady state trajectory, the leader initial state and parameter d0 are partially observable. Thus,

Problem (18) is well defined. Moreover, from the optimal solution, we obtain estimations,

(x̂l(0), ˆ̇xl(0), d̂0) of the true values of the leader initial state and parameter d0. These esti-

mations are used in the next step. The other part of the optimal solution, i.e., (↵̂, d̂1, K̂), is

discarded.

Step 2. Based on the intruder perturbed swarm trajectory, the following dynamical optimization

is formulate for estimating parameters ↵, d0 and K.

8
>>>>>>>>>>><

>>>>>>>>>>>:

Find ↵̂, d̂1, and K̂ to

minimize J(↵̂, d̂1, K̂) = log

✓
1 +

Z 100

0

kŷ(t)� y(t)k2Wy
dt

◆

subject to ˙̂x = f(x̂, p̂, t)

x̂(0) = [x̂T
l (0), ˆ̇x

T
l (0), x

T
1 (0), ẋ

T
1 (0), · · · , xT

5 (0), ẋ
T
5 (0)]

T

ŷ(t) = [x̂T
1 (t), ˆ̇x

T
1 (t), · · · , x̂T

5 (t), ˆ̇x
T
5 (t)]

T

(19)

where dynamics f is defined in (12)-(15), p̂ = [↵̂, d̂0, d̂1, K̂], y(t) is the measured followers’

states defined in (16), and the weight matrix Wy is given in (17). Note that in this optimiza-

tion problem, the decision variables are ↵̂, d̂1, and K̂. The leader initial state and parameter

d0 are fixed at their estimated values, i.e., (x̂T
l (0), ˆ̇x

T
l (0), d̂0), from Step 1.
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• The reported estimation error is averaged 
over 10 runs from random initial guesses 
+/- 50% of true value.

• Optimizer: SNOPT

• Average runtime is 398 s (MacBook Pro 
2.3GHz i7 with 8 GB memory)

pointing out that the discontinuous parameter d1 is estimated with higher accuracy than the other

two parameters ↵ and K, which is consistent to the partial unobservability indices reported in Table

3.

estimation variable (z) estimated value estimation error relative error
↵ = 150 149.96 3.7700⇥ 10�2 2.5133⇥ 10�4

d1 = 200 200.00 1.3159⇥ 10�5 6.5797⇥ 10�8

K = 1 0.9998 2.4361⇥ 10�4 2.4361⇥ 10�4

Table 7. Optimal solution of Problem (19) obtained using nonlinear programming solver SNOPT.

estimation variable (z) estimation error
↵ = 150 1.117⇥ 10�2

d1 = 200 2.915⇥ 10�4

K = 1 6.610⇥ 10�5

Table 8. Estimated leader initial state and parameters. The estimated parameters and corresponding errors

are averaged over 10 runs from random initial guesses.

Remark 3 Instead of the proposed two-step algorithm, it is possible to formulate a single dy-

namical optimization problem to estimate all variables of interest, i.e., adding p̂ = [↵̂, d̂0, d̂1, K̂]

as decision variables into Problem (19). However, based on our numerical tests, the proposed

two-step algorithm is more efficient in terms of runtime and robustness to the initial guess.

V. Conclusions
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Towards Large Scale 
Swarm Models

Swarm A
1200 agents

Swarm B
1200 agents
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Towards Large Scale 
Swarm Models

Swarm A

Swarm B

Swarm B. N. Leonard and E. Fiorelli, 2004
Swarm A: V. Cichella, I. Kaminer, C. Walton, N. Hovakimyan, 2018



Black Box Robustness

Ø Robustness/Indistinguishability 
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Ørun estimation (partial observability) using swarm strategy A (Reynolds) 
Øobtain optimal defense for a swarm strategy A (Reynolds) 
Øtest on a swarm strategy B (Leonard)



Ø Robustness/Indistinguishability 

ØRobustness made possible using estimation – parallels to 
adaptive control 52

100

Trade-off study



Ø Rigorous theoretical and numerical framework to study 
adversarial swarming

i) nominal case 
ii) in the presence of uncertainty

Ø Estimation 
-Partial Unobservabilty index

• UKF is not always suitable
• Optimization is a must
• Trajectory and number of intruders matters
• Time window matters

ØBlack Box Robustness

53

Conclusions
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